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bstract

With the aging of the population and the increasing patient preference for receiving care in their own homes, remote home care is one of the
astest growing areas of health care in Taiwan and many other countries. Many remote home-monitoring applications have been developed
nd implemented to enable both formal and informal caregivers to have remote access to patient data so that they can respond instantly to any
bnormalities of in-home patients. The aim of this technology is to give both patients and relatives better control of the health care, reduce
he burden on informal caregivers and reduce visits to hospitals and thus result in a better quality of life for both the patient and his/her
amily. To facilitate their widespread adoption, remote home-monitoring systems take advantage of the low-cost features and popularity of
he Internet and PCs, but are inherently exposed to several security risks, such as virus and denial-of-service (DoS) attacks. These security
hreats exist as long as the in-home PC is directly accessible by remote-monitoring users over the Internet. The purpose of the study reported
n this paper was to improve the security of such systems, with the proposed architecture aimed at increasing the system availability and
onfidentiality of patient information. A broker server is introduced between the remote-monitoring devices and the in-home PCs. This
opology removes direct access to the in-home PC, and a firewall can be configured to deny all inbound connections while the remote home-

onitoring application is operating. This architecture helps to transfer the security risks from the in-home PC to the managed broker server,

n which more advanced security measures can be implemented. The pros and cons of this novel architecture design are also discussed and
ummarized.

2006 IPEM. Published by Elsevier Ltd. All rights reserved.
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. Introduction

In many countries the percentage of people with chronic
iseases such as diabetes, hypertension, asthma, cardiovascu-
ar diseases and motion degeneration continues to increase,
n part because of the aging of the population. The appro-
riate management of such chronic diseases relies on self-
easurements by the patient – such as glucose measurement
or diabetes, blood pressure for hypertension, electrocardio-
ram for cardiovascular diseases, and peak flow for asthma
in order for the physicians to provide a good diagnosis and
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elect the correct therapy. In home care settings patients are
ften asked to keep a patient diary, but unfortunately many
uch diaries are not useful due to the patients not complying
hrough simple forgetfulness. The continuing developments
n PCs and the Internet are creating a low-cost communica-
ion infrastructure, and the residential adoption of broadband
onnections is steadily increasing, resulting in remote home-
onitoring being considered a solution in Taiwan and many

ther countries [1–7].
Remote home-monitoring can provide a channel for com-
unication and information exchange among patients, care-
ivers and health care institutes. The self-measurements and
ther patient data can be accessed by members of the patient’s
amily away from the home to ensure that the patient diary is

reserved.

mailto:young@bme.ym.edu.tw
dx.doi.org/10.1016/j.medengphy.2006.03.002
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ept up to date. If any readings are outside the parameters set
y the physicians or relatives, the family members can take
mmediate action to address the patient’s needs.

The application scenarios include the following:

. The remote-monitoring users occasionally check that the
patient is indeed performing self-measurements and keep-
ing the patient diary.

. The remote-monitoring users actively access the real-time
patient information remotely (e.g. still pictures of the
patient) to ensure his/her safety at home.

. The remote-monitoring users request more patient data
upon receiving an event notification indicating an abnor-
mality of the in-home patient.

A remote home-monitoring system gives informal care-
ivers information on the health and well-being status of
he patient without being intrusive or requiring them to call
r visit to obtain such information interrogatively. It is also
ffective in reducing the transportation costs and hospital-
zation, and achieving patient satisfaction. A remote home-

onitoring system, however, differs in certain aspects from
ther telemedicine systems. The prevalence of home care sys-
ems is dependent on the cost, ease-of-use and especially on
he security and availability of the system.

In this paper we present a novel architecture design for
emote home-monitoring to address the security and avail-
bility issues.

. Security challenges for remote home-monitoring
ystems

.1. Topology and application scenarios for typical
emote home-monitoring systems

A typical remote home-monitoring system usually com-
rises the following components:

In the home
1. Measurement devices. The measurement devices are

used to acquire patient data including blood pressure,
blood glucose, ECG, peak flow and even images of the
patient. Examples of measurement devices include a
Web camera that takes images of the patient, a blood
glucose meter and an ECG monitor.

2. PC as a home gateway (and the computer program run-
ning on the home PC). The patient data are stored and
processed on a home PC that is connected to the Internet
so that remote-monitoring users have access to patient
information.

The in-home connectivity can be achieved using wired
or wireless technologies.

In the remote/mobile setting
3. Monitoring devices with Internet connectivity. The

monitoring device provides the remote-monitoring user
with access to the data of the in-home patient. This

a
[
d
s
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device allows the remote-monitoring users to make
requests for the patient data, and displays the returned
data on a screen. The monitoring device can be a
PC/notebook (NB) with a Web browser (e.g. Microsoft
Internet Explorer) or a handheld device (e.g. PDA, Per-
sonal Digital Assistant) with a microbrowser that is able
to connect to the Internet.

Generally speaking, there are two application scenarios for
emote home-monitoring systems: (i) identifying an abnor-
ality in the patient data and automatically notifying the

emote-monitoring users, and (ii) an active remote request
or information about the in-home patient from the remote-
onitoring users. In the former scenario, the measurement

evice collects the patient data periodically or continuously
nd sends the measured data to the home PC for processing.
he users can consult the physician and set the alarm crite-

ion in the home PC computer program. For example, the user
an set a lower threshold for the heart rate, and the computer
rogram will detect an abnormality if the heart rate becomes
ower than this threshold and then send an email or Short

essage Service (SMS) message to the remote-monitoring
evice. In the latter scenario, the remote-monitoring users
se the monitoring devices to connect to the home PC via the
nternet and request patient data.

.2. Potential risks of a remote home-monitoring system

The Internet is a useful platform for remote home-
onitoring because it is inexpensive and widely adopted.
owever, Internet technologies were designed to optimize

nformation sharing and interoperability rather than security,
nd so Internet applications are subject to several inherent
isks.

In the topology of a typical remote home-monitoring
ystem, the home PC is directly accessible by the remote-
onitoring devices via the Internet. The remote-monitoring

evices can connect to the home PCs, and allow the remote-
onitoring users to request patient information. Since the

ome PC is continuously connected to the Internet to listen
o the requests from the remote-monitoring users, it is threat-
ned by potential unauthorized intrusions and possible DoS
ttacks, such as from computer hackers who attempt to ille-
ally obtain private information on the Internet. The home
C, though sufficiently cheap to be widely adopted, is vul-
erable to malicious programs and hackers. The risks include
he remote home-monitoring service being rendered unavail-
ble during such virus attacks or DoS attacks, and computer
ackers gaining access to or even altering patient data.

Many security measures have been discussed, developed
nd applied to such systems, such as role-based access
ontrol, multilevel security, device and user authentication,

uthorization, session-specific encryption and audit trails
7–9]. These measures protect the application and patient
ata, and are classified as application-level or data-level mea-
ures. However, countermeasures against operating system
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ttacks and the protection of the home PC should also be
onsidered. Attackers usually exploit known vulnerabilities
n specific operating systems to mount DoS attacks, and the
emote home-monitoring service may not be available under
uch attacks from the Internet. An even worse situation is
hacker being able to take control of the home PC. These

ecurity risks exist as long as the home PC provides services
ia the Internet. Protecting against these attacks requires per-
orming frequent security updates of the operating system
nd other applications and investing in security appliances,
oth of which are not feasible in the home due to the cost and
he patients’ lack of computer experience.

. Proposed novel topology for a remote
ome-monitoring system

Given the aforementioned security and access problems
ssociated with the use of a home PC and the Internet, here
e propose a novel topology for a remote home-monitoring

ystem that introduces a ‘broker server’ between the remote-
onitoring devices and the home PC to avoid any direct

ccess from the Internet to the home PC, as shown in Fig. 1.
he formerly-developed security measures, including data
ncryption, authentication, authorization and audit trails, can
till be applied without question, but that falls beyond the
cope of this paper.

The broker server acts as a communication channel
etween the monitoring devices and the in-home computer
rograms. It passes users’ requests from the monitoring
evices to the computer programs running on the home PCs
n the monitored side, and passes the patient data from the
onitored side back to the monitoring devices. The broker

erver is designed to serve multiple users by supporting mul-
iple communication channels between both sides. As shown

n Fig. 1, the solution we propose is that instead of keep-
ng listening to the requests from the monitoring devices, the
omputer program running in the home PC actively polls the
roker server for any incoming requests from the remote-

p
p
i
a

Fig. 1. The proposed system topology for the remote home-
& Physics 29 (2007) 199–204 201

onitoring users. The broker server handles the communica-
ion with the browser-based monitoring devices and with the
omputer programs in the homes.

In this topology, the in-home computer program on one
and controls the measurement devices to collect patient data
ccording to some preset rules or following requests from
emote-monitoring users; on the other hand, it handles the
ommunication with the introduced broker server, instead of
ith the remote-monitoring devices. The patient data are still

tored and processed in the home PC and now direct access
o the PC from the Internet is not allowed.

The measurement devices on the monitored side and
he remote-monitoring devices remain the same as those
escribed in Section 2.1, but the remote-monitoring devices
ow connect to the broker server, instead of the home PC
o remotely retrieve the vital signs and other data from the

onitored person.

.1. Components of the broker server

The broker server is the core of the proposed remote access
opology. As shown in Fig. 2, it comprises the four main com-
onents described below. The monitoring-side Web server
s the service interface for the browser-based monitoring
evices on the remote side. It takes a browsing command
rom the caregiver and waits for the computer program in
he home PC to fetch the command. After the command is
xecuted and the patient data are returned from the computer
rogram, this component will send the data back to the moni-
oring users. With the launch of new monitoring devices (such
s the evolving mobile devices), new service entries can easily
e developed in this component. The patient-side Web server
s the component that takes care of the communication with
he computer program on the home side. As mentioned earlier
n this section, the broker server is designed to serve multi-

le computer programs on the monitored side, each of which
eriodically polls the patient-side Web server for any incom-
ng requests from the remote-monitoring users, according to

preset period. In our implementation, we use Microsoft

monitoring application that employs a broker server.
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Fig. 2. The archite

IS (Internet Information Services) as the monitoring-side
nd patient-side Web servers, and Microsoft ASP (Active
erver Pages) technology to run ASP programs on the Web
ervers, as shown in Fig. 2. The ASP programs on the patient-
nd monitoring-side Web servers handle the requests from
he in-home computer programs and the remote-monitoring
evices, respectively.

The information about the computer programs and the
ccounts of remote-monitoring users are stored in the
atabase. In addition, the database server provides a request
ueue for incoming commands from the monitoring-side
eb server and a response queue for responses returned to

he patient-side Web server. In our implementation, we use
icrosoft SQL Server 2003 as the database server, as shown

n Fig. 2.
The messaging subsystem includes an SMS module and a

ultimedia Message Service (MMS) module to deliver noti-
cation messages to mobile devices with diverse messaging
apabilities. The messaging subsystem connects to mobile
perators’ SMS Center (SMSC) and MMS Center (MMSC)
ia the Internet. This subsystem is primarily used for the
vent-notification scenario and is not the focus of this paper.

.2. Data flow with the proposed broker server

In Section 2.1 we describe two possible application scenar-
os of the remote home-monitoring system. Here we explore
he data flow for the real-time browsing of patient data. In
his scenario, the monitoring devices on the remote side and
he computer programs on the home side are never directly
onnected together. Instead, as mentioned in Section 3.1, a
equest queue and a response queue are implemented so that

he commands and the retrieved patient data can be exchanged
t the broker server. HTTP (Hypertext Transfer Protocol)
as adopted as the data communication protocol between

he computer program and the patient-side Web server, and

f
a
t
p

the broker server.

etween the remote-monitoring devices and the monitoring-
ide Web server. The PC-based computer program on the
onitored side periodically polls the broker server for any

rowsing command from the remote-monitoring devices.
hen a remote-monitoring user wants to access in-home

atient data, he/she activates the Web browser on the mon-
toring devices and makes a Web/HTTP connection to the

onitoring-side Web server of the broker server. On the Web
age returned from the monitoring-side Web server, the user
an log on to the system and make a request for the in-home
atient data. Upon receiving this request, the monitoring-side
eb server invokes an ASP program that puts the data-

equest commands into the request queue in the database.
he program also begins to poll the response queue, wait-

ng for the patient data to be returned. The monitoring-side
eb server will reserve the Web/HTTP connection with the

emote-monitoring device until it obtains the patient data,
nd returns the data to the monitoring device through the
ame Web connection. The computer program on the home
C simultaneously keeps polling the patient-side Web server
f the broker server, looking for any incoming requests from
emote-monitoring users. For each round of polling requests,
he patient-side Web server invokes an ASP program to look
p the request queue and obtain the commands. The polling
omputer program will then obtain the command returned
rom the patient-side Web server in the next round of polling,
ake a request to the connected measurement device(s), per-

orm patient-data retrieval according to the command, and
eturn the data to the patient-side Web server. The ASP
rogram on the patient-side Web server will then put the
eturned data into the response queue. The ASP program
n the monitoring-side Web server obtains the returned data

rom the response queue, composes the data in HTML format
nd sends the patient data to the remote-monitoring devices
hrough the previously reserved Web connection. Since the
atient data have been composed in standard HTML format,
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he remote-monitoring user can use a standard Web browser
n the monitoring device to view the patient information. In
his data flow there is no direct access to the home PC from the
nternet, so this remote access application will not result in
he home PC being attacked by hackers from the Internet. The
sers also can set up firewalls to deny all incoming connec-
ions without interfering with this remote access application.
his topology aims to eliminate the risks of Internet intru-
ion but not the risks of Internet eavesdropping, so we also
nable SSL (Secure Socket Layer) in our implementation so
s to encrypt the data communications on the Internet. Other
ncryption mechanisms could be applied, but that is outside
he scope of this paper.

In our implementation, we have set up two Web servers
s the monitoring-side Web server and another two as the
atient-side Web server. We have also deployed a Foundry
erverIron layer-4 switch, and attached the Web servers to it
s shown in Fig. 2. A layer-4 switch, which is best known
or its ability to balance the server load, is configured to
ispatch the incoming Internet traffic to the attached Web
ervers to achieve load balancing and to avoid the so-called
ingle-point failure, whereby if one Web server goes down
he others will take care of the requests. The presence of
he layer-4 switch slightly modifies the aforementioned data
ow. On the monitoring side, the Web browser first connects

o the layer-4 switch, with the requests dispatched to one
f the monitoring-side Web servers. On the monitored side,
he in-home computer program first connects to the layer-4
witch, with the requests dispatched to one of the patient-
ide Web servers. If traffic and system loading increase, more
eb servers can be attached to the layer-4 switch to increase

he capacity. For example, with an increasing number of in-
ome computer programs, we can stack more patient-side
eb servers in Fig. 2.

. Discussion

In a typical remote home-monitoring system, the home
C is usually directly accessible by the remote-monitoring
evices via the Internet. This direct-access model makes the
ome PC (and the entire home network) vulnerable to attacks
rom the Internet, such as viruses or DoS attacks mounted
y malicious programs. Here we propose a novel topology
n which a broker server is located between the remote-

onitoring devices and the home PCs. The absence of direct
ccess to the home PC in such a topology improves the confi-
entiality and the availability of the remote home-monitoring
ystem. In effect, the introduction of the broker server trans-
ers the aforementioned security risks from the home PC to
he broker server. The broker server will be managed by a
ervice provider, and its security risks can be handled in the

ollowing ways:

. Reported weaknesses of the system can be fixed on
a regular basis since the broker server is under cen-

5
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tralized management. Maximizing the security of the
home-monitoring system requires it to be maintained and
updated continuously.

. More advanced and up-to-date security measures can be
implemented on the broker server while the cost can be
reduced by sharing the service between many users.

. Other measures can be used to counter a DoS (or a dis-
tributed DoS) attack, such as remote redundancy and dis-
aster recovery. These measures are very difficult or even
impossible to apply in individual homes due to the associ-
ated cost and complexity. In contrast, the broker server can
be implemented using a distributed topology, and hence
such attacks would be split between multiple sites and so
may overload only some of the servers, leaving the others
operational. In comparison, it is not possible to deploy a
distributed system in the home since this environment is
essentially a single site.

A few positive and negative side effects also result from
he introduction of the broker server. The positive side effects
nclude the following:

. No compromise in firewall configuration. Since there are
only outbound connections from the home PC to the bro-
ker server, the firewall at home can be configured to deny
any access from the Internet, which would eliminate the
aforementioned inbound threats.

. The home PC can have a dynamic IP address. In the pre-
vious direct-access model, the home PC must have either
a registered domain name or a fixed IP address to allow a
remote-monitoring user to connect to it. In our topology,
as shown in Fig. 1, the remote-monitoring devices and the
in-home computer programs access the broker server to
exchange commands and patient data, and it is the only
one that must have a fixed domain name to enable the
remote-monitoring users to connect to the monitoring-side
Web server and the in-home computer programs to con-
nect to the patient-side Web server; any of the home PCs
and the remote-monitoring devices can have a dynamic IP
address.

. The monitoring of system availability. Since the computer
program polls the broker server periodically, the system
components at home – including the home PC and the
measurement devices – can regularly report their status
(or presence) to the broker server. The broker server can
then play the role as a centralized ‘presence server’. The
implementation of presence management increases the
availability of the remote home-monitoring system.

. The integration with third-party systems or applications
becomes much more flexible. For example, with the
advent of more and more mobile devices, the broker server
can be integrated with a Web-transcoding gateway and
transform Web pages on the fly to ensure compatibility

with diverse mobile devices, with the home PC remaining
unchanged.

. The complexity of the home gateway is reduced. Partial
features of the home gateway can be realized in the broker
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server, which helps to reduce the complexity (and hence
maintenance) of the home gateway.

Some of the negative side effects of introducing the broker
erver include the following:

. The latency of remote access of patient data is longer than
without the broker server.

. Since the computer programs on the monitored side poll
the patient-side Web server of the broker server periodi-
cally, the loading of the patient-side Web server increases
with the polling frequency and the number of in-home
computer programs. In order to serve a large number of
polling computer programs and to shorten the latency of
remote access of patient data, it requires the deployment
of more patient-side Web servers, which would be an extra
capital expense for the service providers.

. Conclusions

The continuing developments in PC technology and Inter-
et access are creating a low-cost communication infrastruc-
ure suitable for remote home-monitoring applications. Cou-
led with the advances in biomedical sensors and telecom-
unication technologies, the Internet has the potential to dra-
atically improve in-home wellness management. A remote

ome-monitoring system aims to reduce the cost of home
ealth care, casualty department visits and hospitalization.
owever, system security is a major barrier to the imple-
entation of such systems, especially when the Internet is

nvolved. Continuing reports of flaws in Internet and oper-
ting system security give a public impression that Internet
echnologies are not suitable for the exchange of sensitive
nformation, such as patient data. Other serious concerns
bout privacy and security result from the typical home-
onitoring usually being designed to connect the home PC to

he Internet. The risks range from the home PC and network
eing hacked and taken control of, to confidential patient

nformation being intercepted and revealed, to the system
vailability being jeopardized due to an Internet attack. All
hese risks would render a home-monitoring system unreli-
ble.

[

[
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In this paper we propose a novel topology that fulfils the
ecurity requirements of a remote home-monitoring system,
ith emphasis on system availability and robustness against
oS attacks. A broker server is introduced so as to remove the
eed for direct inbound access to the home PC, resulting in
etter confidentiality and availability of the home-monitoring
ystem. The security risks are thereby mostly transferred to
he managed broker server, on which more advanced secu-
ity measures can be implemented. However, it should be
emembered that perfect confidentiality and availability is
mpossible, even at extreme costs, and so a compromise has
o be reached between perfect availability and security, and
conomic considerations.
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